}:: DIGITAL SIGNATURES IN ADOBE ACROBAT: A HOW-TO

PART 1: ADD SIGNATURE FIELD (S) TO YOUR DOCUMENT

STEP1

OPEN THE PREPARE FORM TOOL

Open your document and select Tools.
Select Prepare Form from the toolbar
options.
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STEP 2

ADD SIGNATURE FIELD (S)

Select the signature field tool and drag and
drop it onto your document, placing it in the
position you want the signature field to
appear.
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STEP 3

CONFIGURE THE PROPERTIES

NOTE: You can add one field or multiple fields to
your document depending on how many people
need to sign it.

1. For each signature field, click All Properties to
configure the behaviour of your document once
it has been signed.

2. Click the Signed tab, then select Mark as read-
only if you want to lock the field and mark it as
read-only once it has been signed.

3. Select the applicable option from the drop-down

menu.

Your document security is highly customisable with
regards to signing.

You can choose to lock certain fields on the
document when a signature field is signed, then lock
other fields when a further signature field is signed.
This prevents people from tampering with fields.

Field Name:

Signature

[ ]Required field

All Properties

Signature

Digital Signature Properties

General Appearance Position Actions Signed

(O Nothing happens when signed

The following option is compatible only with Acrobat 6.0 and later.

All fields

(@ Mark as read-only:

All fields except these
Just these fields

(O This script executes when field is signed:

Edit...

[]Locked Close

PART 2: CREATE A SIGNATURE AND DIGITALLY SIGN A DOCUMENT

STEP1

When you click on the signature field for the first time, you will be
presented with the screen below. Select the third option, Create a
new Digital ID, then click Continue.

Configure a Digital ID for signing

Select th f Digital ID:
A Digital ID is required to elect the type of Digital

create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
authorities and are based
on secure devices like smart
card or token. Some are
based on files.

Use a Signature Creation Device

Configure a smart card or token connected to your
computer

Use a Digital ID from a file

You can also create a new
Digital ID, but they provide
a low level of identity
assurance.

Import an existing Digital ID that you have
obtained as a file

Create a new Digital ID

Create your self-signed Digital 1D

Cancel Continue
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STEP 2

On the next screen, select Save to Windows Certificate Store,
then click Continue.

Configure a Digital ID for signing

A Digital 1D is required to Sl e e [ ) 23

create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
authorities and are based
on secure devices like smart
card or token. Some are
based on files.

Use a Signature Creation Device

Configure a smart card or token connected to your
computer

Use a Digital ID from a file

You can also create a new
Digital ID, but they provide
a low level of identity
assurance.

Import an existing Digital ID that you have
obtained as a file

@ Create a new Digital ID
(+

Create your self-signed Digital ID

Cancel Continue

STEP 3

Fill in your details on the following screen, including your name,
employer and location. Under the Use Digital ID for option, select
Digital Signatures.

Create a self-signed Digital ID

Enter the identity Name
infarmation to be used for
creating the self-signed

Digital ID.

‘ Lazola Taho

Organizational Unit ‘ ICTS

Digital IDs that are seif- Organization Name

signed by individuals do not
provide the assurance that
the identity information is
valid. For this reason they
may not be accepted in
SOME USe Cases.

‘ University of Cape Town

Email Address ‘ laz.taho@uct.acza

‘ ZA - SOUTH AFRICA

Country/Region

Key Algorithm ‘ 2048-bit RSA

Use Digital 1D for ‘ Digital Signatures

STEP 4

To sign the document, select your recently created certificate
from the screen presented when you click on the signature field.
Then click Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

Lazola Taho (Windows Digital ID)
Issued by: Lazola Taho, Expires: 2025.12.14

View Details

Laz Taho (Windows Digital ID)
Issued by: Laz Taho, Expires: 2025.10.20

View Details

Lazola (windows Digital ID)
Issued by: Lazola, Expires: 2025.08.24

View Details
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Configure New Digital ID Cancel
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STEP5

Choose how you want your signature to display from a list of
options. The default presented is the standard text you supplied
when you created your Digital ID, which will be your name.

Sign as "Lazola Taho"

Appearance ‘ Standard Text

Example: Text option

Customize the Signature Appearance

¥ Name
¥ Date
¥ Logo

Reason

Continue

<your
common
name here>

Include Text

Preset name
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Digitally signed by
<your common
name here>

Date: 2020.12.14
13:04:21 +02'00'

Text Direction

==

Digits format

Distinguished Name
Adobe Acrobat Version
Location

2
¥ Labels ‘ 0123456789

Cancel

Example: Drawing option

Sign as “Lazola Taho"

Appearance | Created 2020.12.14 12:43:29 +02... ~ ‘

Create

by Lazola Taho

Date: 2020.

13:00:07 +02'00°

View Certificate Details

Lock document after signing

Review document content that may affect signing

A4

STEP 6

12.14

Review

¥ Name
¥ Date
¥ Logo

EE]

Preset name

If you would like to modify your signature, you can select one of the

other options from the Appearance dropdown (above).
Click the Create button. This will provide you with options to:

e Use text (asin step 5).

Lock document after signing

Review document content that may affect signing

Include Text

Create Edit

Digitally signed
by Lazola Taho
Date: 2020.12.14
13:09:57 +02'00°

View Certificate Details

Review

Example: Image option

Customize the Signature Appearance
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Digitally signed by
<your common
name here>

Date: 2020.12.14
13:12:50 +02'00'

Browse Clear
Text Direction

==

Digits format

Distinguished Name
Adobe Acrobat Version
Location

2
¥ Labels ‘ 0123456789

Cancel

STEP 7

When you have configured the appearance of your signature,
click Save. Then click Sign, and your document will now be

o Draw signature (best done on a touch-sensitive device with a

stylus).
e Use an image as a signature. The image may have been
previously scanned and stored on your computer.

successfully digitally signed.
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